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Speaker

• Involved in information security for over 10 
years, 4 with Sun Microsystems as Senior 
Security Architect.

• Founder of the Honeynet Project

• Published over 50 whitepapers, authored 
Honeypots and co-authored Know Your 
Enemy.

• Served 7 years in military, 4 as officer in 
Rapid Deployment Force.



Why Honeypots

A great deal of the security profession (and the 
IT world) depend honeypots, however few know 
it.  Honeypots …

• Build anti-virus signatures.

• Intelligence gathering (Symantec / Arbor)

• Build SPAM signatures and filters.

• Build RBL’s for malicious websites.

• ISP’s identify compromised systems.

• Assist law-enforcement to track criminals.

• Hunt and shutdown botnets.

• Malware collection and analysis.







What Are Honeypots

A security resource who’s value lies in the 

unauthorized or malicious interaction with 

it.



Their Value

• Primary value of honeypots is to collect 

information.

• This information is then used to better 

identify, understand and protect against 

threats.

• Honeypots add little direct value to 

protecting your network.



Different Types

• Server: Put the honeypot on the Internet 

and let the bad guys come to you.

• Client: Honeypot initiates and interacts 

with servers

• Other: Honeytokens, Proxies, Honeyfarms



Low vs High Interaction

• The amount of activity a threat can have 

with a honeypot.

• Low-interaction emulates, high-interaction 

is the real thing.

• Neither solution is better, depends on what 

you want to achieve.



Low-Interaction Server

Software that emulates functionality.  Easier 

to deploy and automate, less risk, but 

customized to more specific attacks.

• Nepenthes

• Honeyd

• Honeytrap

• Web Applications

• KFSensor



Nepenthes



Value: Malware Collection & 

Botnet Monitoring

• Nepenthes retrieves malware following a 

successful attack.

• Malware designed to join command 

channel for remote control.

• Use same information, join with botnet 

monitoring software.



J4ck: why don't you start charging for packet attacks?

J4ck: "give me x amount and I'll take bla bla offline

for this amount of time”

J1LL: it was illegal last I checked

J4ck: heh, then everything you do is illegal. Why not 

make money off of it?

J4ck: I know plenty of people that'd pay exorbatent 

amounts for packeting



ddos.synflood [host] [time] [delay] [port]

starts an SYN flood

ddos.httpflood [url] [number] [referrer] [recursive = true||false]

starts a HTTP flood

scan.listnetranges

list scanned netranges

scan.start

starts all enabled scanners

scan.stop

stops all scanners

http.download

download a file via HTTP

http.execute

updates the bot via the given HTTP URL

http.update

executes a file from a given HTTP URL

cvar.set spam_aol_channel [channel]

AOL Spam - Channel name

cvar.set spam_aol_enabled [1/0]

AOL Spam - Enabled?





High-Interaction Servers

Typically real applications on real systems.  

Much more manual work, but more flexible 

in the data and threats it can capture.





No Data Control

Internet

No Restrictions

No Restrictions

Honeypot

Honeypot



Data Control

Internet

Honeywall

Honeypot

Honeypot

No Restrictions

Connections Limited Packet Scrubbed



• -rw-r--r-- 1 free     web 14834 Jun 17 13:16 ebay only

• -rw-r--r-- 1 free     web 247127 Jun 14 19:58 emailer2.zip

• -rw-r--r-- 1 free     web 7517 Jun 11 11:53 html1.zip

• -rw-r--r-- 1 free     web 10383 Jul  3 19:07 index.html

• -rw-r--r-- 1 free     web 413 Jul 18 22:09 index.zip

• -rw-r--r-- 1 free     web 246920 Jun 14 20:38 massmail.tgz

• -rw-r--r-- 1 free     web 8192 Jun 12 07:18 massmail.zip

• -rw-r--r-- 1 free     web 12163 Jun  9 01:31 send.php

• -rw-r--r-- 1 free     web 2094 Jun 20 11:49 sendspamAOL1.tgz

• -rw-r--r-- 1 free     web 2173 Jun 14 22:58 sendspamBUN1.tgz

• -rw-r--r-- 1 free     web 2783 Jun 15 00:21 sendspamBUNzip1.zip

• -rw-r--r-- 1 free     web 2096 Jun 16 18:46 sendspamNEW1.tgz

• -rw-r--r-- 1 free     web 1574 Jul 11 01:08 sendbank1.tgz

• -rw-r--r-- 1 free     web 2238 Jul 18 23:07 sendbankNEW.tgz

• -rw-r--r-- 1 free     web 83862 Jun  9 09:56 spamz.zip

• -rw-r--r-- 1 free     web 36441 Jul 18 00:52 usNEW.zip

• -rw-r--r-- 1 free     web 36065 Jul 11 17:04 bank1.tgz

• drwxr-xr-x   2 free     web 49 Jul 16 12:26 banka

• -rw-r--r-- 1 free     web 301939 Jun  8 13:17 www1.tar.gz

• -rw-r--r-- 1 free     web 327380 Jun  7 16:24 www1.zip

Phishing Server







Client Based Honeypots

Threats change, and so to do the 

technologies.  Bad guys have moved to 

client based attacks, they let the victims 

come to them.

• Capture-HPC (high interaction)

• HoneyC (low interaction)

• Microsoft Strider Honeymonkey





Capture-HPC

http://www.nz-honeynet.org/capture.html



HoneyC

http://www.nz-honeynet.org/honeyc.html



Microsoft Strider HoneyMonkey



Other

• Web 2.0 - Fake Myspace accounts

• Google Honeypot (search engine entries)

• Honeyfarms - Honeymole

• Honeytokens

• Proxy Honeypots

• Anti-Spam Honeypots



Google Honeypot







Honeymole



Spam Honeytokens



Proxy Honeypot



Future

• Continue to grow in use, but not in the 

public eye.

• Continue to diversify, solutions designed 

around specific threats.  

• Better automated data analysis.



Summary 

• Honeypots very powerful and heavily 

used, but not widely known.

• Many different types, each with own 

advantages and disadvantages.



Contact Us

http://www.honeynet.org

<project@honeynet.org>


